
Is the system compromised?

Are there malicious 
programs?

Is there malicious user 
activity?

Are there malicious 
persistence mechanisms?

Are there signs that 
malware was run?

Are there malicious 
processes running? 

LOTS of Questions
Executables, libraries, 

memory, ports, 
connections, resources…

Are there malicious OS 
configuration changes?

Are there suspicious 
accounts?

Are there malicious 
hardware-related changes?

Are there suspicious 
login events?

Did the users do 
anything suspicious?

Are there changes to make it 
easier gain access?

Are there changes that could 
make the response harder? 

Are there changes to 
prevent detection?

Did the users launch 
any suspicious 

programs?

Did the users access 
any suspicious data?

Program Run
- Prefetch
- UserAssist
…

Account Artifacts
- Registry (SAM)
- Event logs
…

Login Events: 
- Event logs
- OS (active users)

Data Access
- ShellBags
- Web artifacts
…

Did the users search 
for anything 
suspicious?

Data Search
- Search History
- Web artifacts
…

Did the users 
remotely execute 

anything suspicious?

Remote Execution
- Registry
- Event logs
…

Are there malicious 
triggered programs?

Are there malicious 
programs that could get 
accidentally launched?

Are there malicious 
libraries that could get 
accidentally loaded?

Are there remnants 
that a malicious 

program started?

Are there remnants that a 
malicious program made 

while running?

Are there remnants that 
a malicious program 

shutdown?

Triggered Programs
- Run / RunOnce
- Scheduled Tasks
- WMI Database
…

Various Categories
- Path
- Desktop Shortcuts
…

Library Load Path File
- Library Load Path
…

Program Run 
- Prefetch
- UserAssist
…

Various Categories
- File names
- DNS Cache
…

Program Ended
- Event Logs
- Crash Logs
…

Various Categories
- Running Processes
- Process Memory
- Network Connections
…

Are there changes needed by 
malware? 

Divide and Conquer DFIR Breakdown 


